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Privacy and Data Protection

Personal data processing in Europe:
the new Privacy Regulation





Privacy and Data Protection
For more than ten years we have been dealing with Privacy. 

Our experience at your service.

The 24th May 2016 the European Regulation on Privacy (2016/679) entered into 
force.The GDPR, General Data Regulation Protection Regulations, in it included 
do apply to all European and non-European companies offering goods and services 

in Europe or having an establishment or a representative in Europe.

Companies doing business with the European Union should adapt their company structure so 
as to comply with the Regulation within the 25th May 2018.

We suggest asking for a preliminary evaluation of your company structure in order to 
promptly estimate the required interventions for the compliance which may involve relevant 
review. 

The adaptation cannot be “standardized”, it is designed for each case and situation.
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1Who the Regulation does apply to

In order to establish if a company is subjected 
to the European Regulation on Privacy it is 
necessary to know its establishments and its 

internal organization (art. 3).

GDPR states that the Regulation does apply to 
a company when it has:
 • an establishment in the EU if the data 

processing concerns the activity developed 
in the establishment. In this case neither the 
nationality of the person concerned by the 
processing nor the offer in the EU of goods 
and services do matter;  or

 • an establishment out the EU which pursues 
an activity (for example of monitoring or of 
profiling) or an offer of goods and services 
in the EU, addressed to people finding 
themselves, even temporarily, in the EU. The 

nationality of the latter does not matter. 

It is important to consider that in accordance 
with the Regulation the “establishment” is also 
the presence of a representative in the EU or 
the pursuing of some activities in the EU, as the 
tracking of consumers (Google Spain C-131/12; 
Weltimmo C-230/14) .

Having a website accessible in the EU or having 
a server in the EU it not considered as an 
“establishment”. 

The location of a server and of the structure 
processing data (the so-called equipment) is 
irrelevant for the purpose of the application of 
the Regulation.
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Who the Regulation does not apply to

The Regulation does not apply to some 
data processing.

In particular, it does not apply to data processing 
performed for activities not included in the 
application of the EU right, for national security 
for instance. Data processing performed by 
countries for foreign politic purposes, criminal 
investigations, prevention and for public security 
purposes is excluded.  

The Regulation does not apply to data processing 
made entirely manual or in a non-structured 
manner, to deceased persons data processing, 
to the processing of anonymous information 
(art.2, sub.1).  

The Regulation does not apply to data processing 

performed by a natural person for exclusively 
domestic or personal purposes.

Even online activities done on a social network 
and running a personal column are considered 
personal. On the contrary, the activity of posting 
pictures or personal information on the Internet 
so that an indefinite number of people may 
access it is not considered personal since it lies 
outside of the domestic and private field. 

The video surveillance of a private home lies 
outside of the private and domestic field if the 
video camera takes images of part of a public 
street. Therefore, in this case the Regulation does 
apply. 
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3What are personal data

"Any information concerning an 
identified or identifiable natural 
person” is a personal data that in 

the Regulation is called “data subject” of the 
processing.

The Regulation deals only with data interesting 
natural persons and not legal ones. 

Personal data is a very wide concept and concerns 
any information in some ways linked to a natural 
person. The latter can be identified by the name 
or in other ways, by a picture for example.

The information allowing to identify a person 
indirectly such as the phone number, the number 
plate or the tax registration number are also 
considered personal data.

Also "pseudonymised" data, namely data rendered 
anonymous for which there could be the 
reasonable probability to be attributed to a natural 
person by the use of additional information, 
taking into account the cost and the time needed 
for the tracking are subjected to the Regulation. 

For the processing of the so-called big data it 
is possible to resort to pseudonymisation in 
order to process them in an anonymous form 

for statistical data or scientific research, but they 
are anyway subjected to the application of the 
Regulation.

In particular, the processing of these masses of 
data requires special cautions, for instance codes 
allowing to backtrace to the “anonymized” person 
(the so-called singling out) should be stored 
separately and protected by particular technical 
measures. 

The only data not concerned by the Regulation 
are anonymous data, namely data that cannot be 
irreversibly related to a natural person.  

Personal data may be generic or sensitive. For 
the latter there is a particular processing.

Sensitive data reveal racial or ethnic origin, 
political opinions, religious or philosophical 
beliefs, trade union membership, genetic and 
biometric data, data concerning health, sex life 
or sexual orientation.

Information related to someone’s the financial 
situation is considered a non-sensitive data.

A special processing affects judicial data related 
to criminal convictions.
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What is data processing

Any operation involving personal data, 
also including only their access or 
vision, is considered as data processing.

Even the usage of a video surveillance system or 
a drone taking images of people, even without 
filming, is considered as data processing.

The data processing should be lawful, fair 
and transparent. The information about the 
processing of personal data has to be clear and 
plain in order to make understand without 
difficulties which data should be treated and how.

The data processing should have precise, explicit, 
lawful purposes. When data has to be process 
for a certain aim indicated in the Information 
(e.g. for sending information), those data cannot 
be used for purposes different from the indicated 
which could not be thought by the data subject.

The requested data should be adequate, relevant 
and limited to what is necessary for the 
purposes. If data are requested for sending a 
product purchased online, it is beyond the limit 
asking information about the sport played or 
about places where spending holidays. 

Data should be correct and updated.

Processing should occur for the limited time 
required to perform the activity needing the 
data, unless the national regulation provides a 
longer period. 

An adequate security is the fundamental 
principle concerning data processing. Security 
here means the ability of a network or an 
information system to resist accidental events 
even malicious that compromise data. 

Before starting a processing, it is necessary to 
carry out a DPIA (Data Protection Impact 
Assessment) in order to understand risks and 
how to avoid them. 
 
In the case the risks are high and it is hard to 
contain them, it could be necessary to consult, 
as a precautionary measure, the supervisory 
authority. 

Security is a fundamental condition in order 
to transfer data among companies of the same 
group and make the Binding Corporate rules 
(BCR) approved.
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Who is the controller of the data processing

The controller is the one who determines 
the purposes and the means of the 
processing. In the case of a company, 

the controller is the company itself and not the 
person representing it or charged to manage 
privacy. 

The controller may appoint one or more 
external processors to whom assign some 
particular activities (computer maintenance, 
management of data in cloud, hosting, etc.). 
They should act following the guidelines given 
by the controller but, given their expertise, they 
would have a certain autonomy in the means 
used.

The Regulation foresees that the processor 
should be charged with a written contract. 
Another novelty is that the processor can also 
appoint another processor for specific activities 
that could be in turn delegated.

The controller is always responsible for  
privacy infringement, in some cases jointly and 
severally with the processor of the mentioned 
processing. 

There could be joint controllers when more 
subjects process data for the same purpose 
and decide the related means. In that case, 
an agreement establishing the tasks and the 
responsibilities should be prepared. 

Next to the controller and the processors there 
are the employees of the company that should 

know the means of the processing.

The company has to carry out regular training 
courses for employees.

The Regulation introduces the new position 
of the DPO Data Privacy Officer, a sort of 
consultant in or out the company, who advises 
the controller about the security measures to 
adopt and interfaces with the data subjects and 
the Privacy Supervisor authority.

The DPO should be necessarily appointed 
only in some cases (data processing made by 
public authorities, regular full-scale monitoring 
activity of the data subject, full-scale processing 
of sensitive or judicial data), but it can always be 
optionally appointed. 

The non-UE companies should appoint a 
Representative in the Union who represents 
and deals with each matter which may cause 
obligations for a foreign company rising from 
the Regulation.

The appointment of a Representative in the 
Union is mandatory for the non-EU companies 
when there are all the following conditions: the 
controller is not a public subject; art. 3.2 do 
apply (offer of goods and services in the Union 
even without the request of a payment); the 
processing is not occasional; it concerns on a 
large scale sensitive or judicial data; there is a 
risk for the data subjects.
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A fundamental condition of a lawful 

processing is that the data subject 
receives an adequate Information 

before he/she gives consent to process of his/her 
data or when it is collected if the consent is not 
necessary.

The Information should include the following 
indications:
 • data subject identity;
 • purposes of the processing;
 • judicial base of the processing;
 • any legal or contractual obligations and 

consequences of the rejection; 
 • field of movement of data for recipients;
 • duration of the processing;
 • any decisional procedure based uniquely on 

an automatized processing;
 • rights of the data subject.

The Information should not to be necessarily 
written even if it is appropriate for it to be so 
because it furnishes the proof of its content and 
the of the fact of being given.

It is advisable that the Information is in two parts: 
one concise indicating its minimum content and 
a longer one, linked to the first.

The Information should be clear. It is better to 
use simple colloquial expressions rather than a 
technical legal language too much articulated. 

The right of the data subject are:
 • right to access data concerning him;
 • right to rectification and integration of data;
 • right to restriction of processing only to 

storage; 
 • right to the withdrawal of consent;
 • right to erasure of data and right to be 

forgotten;
 • right to opposition to processing, but only in 

specific cases;
 • right to data portability processed in a 

structured manner.

The consent should be informed, free, specific, 
unambiguous and given. 

It does not have to be written, but it should 
clearly demonstrate the willing of the data 
subject to consent to the processing operation. 
The consent should be given for each type 
of processing operation consequently, the 
consent given for the storage of tax data is not 
appropriate to consent the usage of the same 
data for marketing purposes.

In case of sensitive data for decisional activities 
based on automatic processing and in case of 
data transfer to a non-appropriate third country 
or international organization, the consent should 
also be “explicit”.

The Information to be provided and the 
rights of the data subject
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The legal basis of the data processing 
and the consent 

The Regulation assumes that data 
processing is illicit if there is no legal 
basis consenting it. 

The consent is no longer the only legal basis. 
There are other basis which are placed on an equal 
footing to consent. The legal basis is different 
whether it deals with general or sensitive data.   
 
The legal basis for general data can be represent 
by one of the following points (art. 6.1):    
 • consent of the data subject;
 • processing required for the performance of a 

contract or of pre-contractual measures (e.g. 
sending an estimate);

 • processing required for fulfilling a legal 
obligation;

 • processing required to protect the vital 
interests of the data subject or of another 
natural person;

 • processing required for the performance of 
a task carried out in the public interest or 
related to the exercise of official authority;

 • processing required for a legitimate interest 
of the controller if the interest and the rights 
of the data subject are not overriding.

The processing which could be considered licit 
for the exercise of a legitimate interest includes 

direct marketing if it is performed for clients that 
may wait for such a communication on account 
of the relation between the parts. Anyway, the 
data subject should always be informed of his/her 
right to oppose this processing with the opt-out.

The legal basis for sensitive data can be represent 
by one of the following points (art. 9.2):
 • explicit consent of the data subject;
 • processing required for carrying out the 

obligations or exercising rights in the field of 
labor and social security law in so far as it is 
authorized by Union law;

 • processing required to protect the 
fundamental rights of the data subject or of 
another natural person;

 • processing carried out in the course of its 
legitimate activities and with appropriate 
safeguards by a foundation, association 
or a not-for-profit body with a political, 
philosophical, religious or trade union aim 
on condition that the processing relates to 
former members or persons having contacts 
with the body itself.

In the case art. 6.1 foresees greater guarantees 
than art. 9.2, also predictions of the first article 
in addition to the second will apply to sensitive 
data processing.

7
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The controller responsibility  

The Regulation is based on the account-
ability principle of the controller of the 
processing.

The Accountability principle foresees that 
the controller should adopt measures which 
guarantee a processing in accordance with 
the Regulation and that should demonstrate 
its concrete actualization and its objective 
effectiveness.

The performance criterion principle was already 
known in the Italian legal system with regard 
to the regulation on Responsibility of the Legal 
Person and Societies, included in Legislative 
Decree n. 31 of 8 June 2001.

For this purpose there are no specific measures 
to adopt, therefore, it is up to the controller to 
evaluate and understand which should be the 
most appropriate even if, in a company, the 
setting of a real “model” aimed at guaranteeing the 
compliance and the conformity of the performed 
processing to the regulation in force.

First of all, the controller should carry out a 
preventive analysis of the measure to  adopt in 
order to make the new services and products in 
compliance with the Regulation (the so-called 
Privacy by design). In this contest it could be 
useful resort to specialists who could play the 
part of Data Protector Designer. 

Moreover, the controller should ensure of 
the automatic respect of the previsions of the 
Regulation and join the flow of information in 
order to prevent it being not respected (the so-
called Privacy by default). 

Privacy by design and Privacy by default 
are needed to effect and demonstrate the 
realization of the Regulation but also to delimit 
the responsibility of the controller.

Among the measures the controller should 
necessarily effect there are the DPIA, the 
appointment of the DPO if the conditions set 
out in article 37.1 are satisfied, the adoption 
of the BCR for extra-EU data transfer among 
intra-group societies and last but not least, 
the Records of processing (art. 30) where the 
controller should indicate all the processing.

The Records of processing, the DPIA, the records 
of appointments and assignments are tools 
essential to furnish the proof of the realization of 
the foreseen measures. 

Even voluntary measures can be adopt as 
mechanisms of management of claims and of 
data breach, internal or external audit.

In the case of data breach, the controller has 
to warn not later than 72 hours supervisory 
Authorities and the data subject in case the breach 
may cause damages to his/her personal life.

8
REGULATION  

EU Regulation 2016/679
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Data protection and computer security

The adoption of efficient measures of 
personal data protection has a relevant 
effect also on the protection of all the 

informative asset of a company which represents 
an inestimable value. 

Setting up a computer security system is therefore 
necessary not only to fulfill a legal obligation 
but also to be defended against the likelihood 
of information leakage or fraud.

Data protection is a growing need according to 
technological development.

The Internet of Things, IoT, puts on the market 
products and services acquiring information 
without the person knowing it. Robots in turn 
acquire information about the life of people they 
help.

It is not a coincidence that on 9 May 2018 
will enter into force the Directive 2016/1148/
UE NIS, Network and Information system 
security, on cybersurity which has many points 
in common with privacy Regulation.

The Regulation has also to be coordinated with 
other regulations among which the Dir. 2000/31/
CE on electronic commerce, the CoE convention 
108/1981 on automatic personal data processing, 
art. 7 and 8 of the European Union Card which 
protect private and family life and the respect of 
personal data.

Data protection and privacy are always more two 
sides of the same coin, till the point that it was 
invented the new term “data protecy” to indicate 
the protection of data also by the privacy point 
of view.

It is necessary for a company to adopt all the 
measures required to protect itself and the data 
it processes.
For all legal persons working or willing to work 

on the Italian territory, whether or not they 
are part of the EU, it is necessary to evaluate 
the compliance, by the adoption of the specific 
organizational Model, to the regulation 
included in the Legislative Decree 231/2001 in 
order to oppose the risk of facing the very heavy 
sanctions foreseen by it. 

This regulation issued in the fulfillment of the 
OCSE Convention on corruption of foreign 
public officials during international commercial 
operations signed the 17th December 1997 in 
Paris, accepts the “respondeat superior” doctrine 
already in force in the US as a result of the 
protocol of the Foreign Corrupt Practise Act  
then expanded and explained by the 1991 US 
Federal Sentencing Guidelines and by the Ad 
hoc Advisory Group in the Organizational 
Sentencing which make reference, with the 
only aim to relieve responsibilities, to concepts 
of effectiveness of the organizational model and 
of the culpability of the organization attenuated 
by the “existence of effective compliance and ethics 
program; self-reporting, cooperation, or acceptance of 
responsibility”.

There are similar regulations, at a worldwide 
level, in Canada (section 22.1 and 732.1 -3.1- 
Canadian Criminal Code) in the UK (Moussell 
Bros v London and North Western Rly Co 
[1917] 2 KB 836; Griffiths v Studebakers Ltd 
[1924] 1 KB 102; Ltd v Woodward [1972] AC 
824; Supermarkets v Nattrass [1972] AC 153) 
in Japan, in Germany, (Ordungswidrigkeiten 
of 24 May 1968 exclusively for administrative 
profiles), in Russia (art. 2.10 of the code of the 
administrative malpractices of 20.12.2001) and 
in France (art. 121-2 French Criminal Code of 
1994).

This regulation, that in Italy concerns a wide 
range of grave misconducts (among which 
environmental crimes, corporate crimes on the 
budget, social communication and of use of 

9
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Penalties

The Regulation foresees which breaches 
should be sanctioned and the maximum 
applicable costs.

In order to evaluate the appropriate costs it is 
necessary to take into account several parameters 
but the measures taken by the controller have a 
relevant importance. 

In establishing the administrative sanction, the 
technical and organizational measures adopted 
by the controller are also taken into account, in 
addition to the respect of privacy by –design and 
privacy by-default, of the nature of the caused 
prejudice, of the possible guilt or fraud of the 
controller.

Therefore, it is obvious that a good privacy 
organization is essential even to reduce the risk 
to have imposed penalties and to reduce also 
their quantification.  

The maximum applicable measure is indeed very 
high:
a. a maximum € 10.000.000 or, for companies, 

up to 2% of the annual worldwide turnover 
if it is higher (art. 83.4) for example in case of 
breaches of one of the following obligations:

 • measures of by-design or by-default 
protection;

 • appointment of a representative of the 
controller or of processors not established in 
the Union;

 • agreement between joint controllers for 

responsibilities;
 • consent of minors concerning services of the 

information society;
 • maintaining of the records of processing; 
 • adoption of measures of adequate security 

measures;
 • notification of data breaches;
 • DPIA;
 • Appointment of the DPO.

b. a maximum € 20.000.000 or, for companies, 
up to 4% of the annual worldwide turnover 
if it is higher (art. 83.6, 83.6) for example in 
case of the following breaches:

 • general principles for data processing;
 • breach of the lawfulness condition, for the 

consent or the withdrawal;
 • branches of laws for the processing of 

particular, sensitive or judicial data;
 • failure to respect the rights of the data 

subject;
 • failure to respect the principles for the extra-

EU data transfer;
 • breaches of national rules in the employment, 

historical archives, scientific research 
contexts.

Administrative fines imposed by supervisory 
Authorities are submitted to the judicial remedy 
and to a due process (art. 78).

Fines will apply to the controller, but they could 
concern also the processor, the DPO or other 
subjects involved in the processing.

social privileged information, crimes against the 
Public Administration, etc.), includes crimes 
closely related to the sections of security and of 
business computer activity and to processing, 
latu sensu, of data, information and non- material 
goods in the business field.

In reference to this precise field, the correct 
compliance with the privacy regulation with the 
effective realization of the foreseen normative 
provisions, constitute the minimum and essential 
protection and starting point in the adoption of 
the Model 231 in contrast with the risk to run 
into responsibility 231 for computer crimes and 
the copyright infringement.

10
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Invia una mail a info@ufficiobrevetti.it 
e ti contatterà un nostro esperto

Our experience
at your service

Compliance with the Regulation
We help you to comply with the Regulation without risks

Complying to the Regulation in not simple but it is a necessary task which 
could bring many benefits to the company.

PERSONAL DATA REPRESENT A VALUE 
AND PROTECT THEM IS IMPORTANT

Our firm projects privacy compliance in combination with the confidentiality agreements 
and with technical measures necessary for reducing the risk of losing precious information 
maybe for the benefit of competitors.
The technical and contractual update should occur at the same time in order to furnish the 
best safeguards. 
We often evaluate the introduction of the Organizational Model 231/2001 in order to 
prevent or reduce the risk of responsibility originating from the presumed criminal offenses. 

OUR FULL PRIVACY METHOD ALLOWS 
A FAST AND EFFICIENT COMPLIANCE

This method is modular and it can be divided but the perfect compliance is obtained 
adopting the method integrally.

DISCOVER ALL ITS FEATURES
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Privacy Full
The features of our method, point by point

1. PRELIMINARY EVALUATION
• Exam of the activity done by the Client 

and of his/her establishments
• Evaluation of the applicability of the 

Regulation

2. SPECIFIC EVALUATION
• Identification of the offered products and 

services and of the type of data processed
• Identification of the purposes of the client
• Exam of the corporate structure of the 

Client
• Exam of the security measures currently 

used by the Client

3. PLANNING OF THE 
     PRIVACY COMPLIANCE
• Elaboration of the data prospectus, 

methods, charged subjects
• Analysis of the fulfillments 

and of the security 
measures to adopt

• Setting of the Privacy 
by design for products/
services

• Setting of the Privacy 
by default for products/
services

• Setting of the Privacy Policy 
for websites and e-commerce

• Elaboration of the DPIA Data 
Protection Impact Assessment

4. REALIZATION OF  THE
PRIVACY COMPLIANCE

• Identification of positions and 
appointments

• Preparation of the needed contracts
• Preparation of privacy policies and consent 

forms, if required         
• Adoption of the Record of processing
• Adoption of the agreed security measures     
• Potential identification and appointment of 

the DPO Data Privacy Officer
• Potential identification and appointment of 

the Privacy officer in the Union

5. PREPARATION OF 
THE MODEL 231/2001 

• Adoption and effective realization of the 
organizational model in order to avoid or 
limit the responsibility rising from some 
crimes (e.g. computer or environmental 
crimes, social crimes, corporate crimes, 
crimes against copyright infringement, 
crimes of computer fraud and crimes 
against P.A.)

• On a practical level, the 
adoption of a Model 231 consist, 

upon a preliminary activity 
of analysis of crime risks 
concretely concerning the 
legal person (the so-called 
risk assessment), in the 
editing and preparation 
of a series of documents, 

protocols and internal 
procedures able to reduce 

the risks of an offence keeping 
the Company out of the specific 

responsibility.
• The activity is divided into three phases:

a. Preliminary phase (analysis of risks)
b. Phase of the adoption of the model 

(introduction of protocols)
c. Phase of efficient realization of 

the model (concrete execution of 
the procedures, formal and public 
notification of the Model 231 to the 
different data subjects).
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